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1.0 Version Control

\/ersion: (¥ (Author) Issued By: \ David Office
FEIEL I ETE 29/03/2021 SEVEREER 29/03/2022
DLl S A David Office Document Number [JRJZIH

Approved By: eI d\Iel=S LoH1ile) B Chief Information Officer

Signature: C/\j\/\—/(Q UL E R 29/03/2021

2.0 Document Revision History

Version Control Note: All documents in development are indicated by minor versions i.e. 0.1; 0.2 etc.
The first version of a document to be approved for release is given major version 1.0. Upon review the
first version of a revised document is given the designation 1.1, the second 1.2 etc. until the revised
version is approved, whereupon it becomes version 2.0. The system continues in numerical order each
time a document is reviewed and approved.

Version Date Author Title Status Comment/Reason for Issue
Number

0.1 29/03/2021 | David Office Initial Draft New Procedure

1.0 29/03/2021 | David Office Approved Procedure approved

1.0 29/03/2021 | David Office Released Procedure released

2.1 Document Status

This is a controlled document. Whilst this document may be printed, the electronic version posted on
the intranet is the controlled copy. Any printed copies of this document are not controlled.

As a controlled document, this document should not be saved onto local or network drives but should
always be accessed from the intranet.

Issued Date: 29/03/2021 INTERNAL Page 1 0of 13




Creating Your Digital Signature
Certificate INTERNAL

Version: 1.0

3.0 Table of Contents

1.0 VerSion CONTIOl ....oouiiieiieeee ettt ettt e s b e st s s e s b e b e nneennees 1
2.0 (D To ol Ul o Y=T oLl 2 U=N VT o o T o 1] ] V25Ot 1

2.1 DOCUMENT SEATUS....eeeie ettt e e st e e e s e e e same e e e s smreeeesanrneeesans 1
3.0 Table Of CONTENTS ...oouiiiiieieeee ettt st ettt e b seeesanesane e 2
4.0 [T Ao e [N Lot o] o TP P O P PRSPPI 3
5.0 Creating the Digital SigNatUre ........cuvie i e e e e e srae e e e 3
6.0 Using the Digital SIZNAtUIE.......cceiii it e e e e e e e e e e e e e e e e nnreaeees 9
7.0 RETFEIEINCES ..ottt et e bt e e s bt e sbe e e sabeesabeeesnneesareesaneeesaneeans 13

Issued Date: 29/03/2021 INTERNAL Page 2 of 13



Creating Your Digital Signature

Certificate INTERNAL Version: 1.0

4.0 Introduction

Digital signatures provide the facility for Winn Group to sign documents with a Digital signature, in
lieu of printing out and physically signing documents. In order for employees to sign internal
documents, the employee must create their digital signature. This procedure details the steps
necessary to create a digital signature.

5.0 Creating the Digital Signature

1. Log onto your workstation as usual. If you are working remotely, then you must logon to
Remote Desktop Services.

2. Click on the start button

3. When the start menu opens, type Manage user certificates

4. Click on Manage user certificates

Documents Web More +

Best match

&5 Manage user certificates
Control panel .

Search work and web

Manage user certificates
L manage user certificates - See work Control panel
and web results

manage user certificates windows 10

19

£ manage user certificates certificate
£ manage user certificates windows 7
0

manage user certificates cmd

O manage user certificates
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5. The Certificates - Current User window is launched

% certmgr - [Certificates - Current User] — O =

File Action View Help
€= |5l 6=
Eﬁ Certificates - Current User Logical Store Name
b :l Personal | Personal
[ Trusted Root Certification Au [ Trusted Root Certification Authorities

| Enterprise Trust §
= Enserprise Tru | Enterprise Trust

[ Intermediate Certification Au .
[ Active Directory User Object [l Intermediate Certification Authorities
|| Active Directory User Object

>

>

>

>

5 [ Trusted Publishers .

> ] Untrusted Certificates j_Tr”;tEd Publishers
» [ Third-Party Root Certificatior| I Untrusted Certificates
>

>

>

>

>

[ Trusted People | Third-Party Root Certification Authorities
7] Client Authentication lssuers || | Trusted People

| Other People | Client Authentication Issuers

| OpenVPN Certificate Store [ Other People

| Smart Card Trusted Roots | OpenVPN Certificate Store

(] Smart Card Trusted Roots

6. In the left-hand pane, Expand Certificates - Current User = Personal =
Certificates. (Please note: you will see different information in the right-hand pane)

E certmngr - [Certificates - Current User\Personal\Certificates] - m} X
File Action View Help
ol AN (R=RRERESN 7 Ho:

Ll Centificates - Current User Issued To . Issued By Expiration Date  Intended Purposes  Friendly Name
v [ Personal 2,16543debb-bef6-4d07-b11f-0438... MS-Organization-Access 17/03/2031 Client Authentication <Mone>
= ﬁ;:i‘hllr::::?ertﬁcaﬁnn A |5 Adobe Content Certificate 10-5  Adobe Intermediate CA 10-3 18/08/2025 <All> <Mone>
5 Enterprise Trust gl Adobe Content Certificate 10-6  Adobe Intermediate CA 10-4 18/08/2025 <All> <None>
- gl Adobe Intermediate CA 10-3 Adobe Roct CA 10-3 04/08/2068 <All> <Mone>

| Intermediate Certification Au X
" Active Directory User Object 55l Adobe Intermediate CA 10-4 Adobe Root CA 10-3 04,/08/2068 <All> <Ncne>

7 Trusted Publishers

1 Untrusted Certificates

| Third-Party Root Certificatior|
_| Trusted People

(] Client Authentication Issuers
| Other People

| OpenVPN Certificate Store

» | Smart Card Trusted Roots

€ >« >

Personal store contains 5 certificates.
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7. In the right-hand pane, in the white space, right-click. From the menu presented, select
All Tasks = Request New Certificate..

E certmgr - [Certificates - Current User\Personal\Certificates] — O X
File Action View Help
o9 nmold=Hm
Eﬁ“ Certificates - Current User Issued To - Issued Expiration Date  Intended Purposes Friendly Name
P! P!
e "f"g"r:ﬂ - 2.)6545debb-bef6-4d07-b11f-0438.. MS-Organization-Access 17/03/2031 Client Authentication <None>
. 'rJned R“l G iication || CH/Adobe Content Certificate 105 Adobe Intermediate CA 10-3 18/08/2025 <All> <None>
i E:: & 0: 5: 1eaHON A =) A dobe Content Certificate 10-6  Adobe Intermediate CA 10-4 18/08/2025 <All> <None>
erprise Tru:
- - P y gl Adobe Intermediate CA 10-3 Adobe Root CA 10-3 04/08/2068 <All> <None>
» | Intermediate Certification Au iate CA 10 Root CA 10-3 04/08/2068
5 [ Active Directory User Object CglAdobe Intermediate CA 10-4 Adobe Root CA 10- 08/ <All> <None>»
» [7] Trusted Publishers
» ] Untrusted Certificates
> [ Third-Party Root Certificatior|
» [ Trusted People -
» [ Client Authentication Issuers LSS 4 Sl S
» 7] Other People Refresh Import...
= OpenVPN Certificate Store Export List... Advanced Operations >
» 1 Smart Card Trusted Roots
View >
Arrange lcons ?
Line up lcons
Help
< > || < >
Request a new certificate from a certification authority (CA) in your demain

8. The Certificate Enrollment wizard is presented. Click Next

[ Certificate Enrollment

Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wireless
networks, protect content, establish identity, and do other security-related tasks.

Before requesting a certificate, verify the following:

Your computer is connected to the network
You have credentials that can be used to verify your right to obtain the certificate
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9. On the Select Certificate Enrollment Policy window, ensure Active Directory
Enrollment Policy is selected. Click Next

5 Certificate Enrollment

Select Certificate Enrollment Policy

Certificate enrollment policy enables enroliment for certificates based on predefined certificate templates.
Certificate enrollment policy may already be configured for you.

Configured by your administrator
Active Directory Enrollment Policy v
Configured by you Add New
Next Cancel

10. Onthe Request Certificates window, selectWinn Digital User Signature Only. Click
Enroll

5] Certificate Enrollment

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then
click Enroll.

Active Directory Enrollment Policy

[] Basic EFS er STATUS: Available Details +
[Juser _i_) STATUS: Available Details »
[“] Winn Digital User Signature Only 1) STATUS: Available Details v

] Show all templates

Enroll Cancel
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11. The certificate will be created, this will take a few seconds. Once created click Finish

— O >

5] Certificate Enrollment

Certificate Installation Results

The following certificates have been enrclled and installed on this computer,

Active Directory Enrollment Policy

Winn Digital User Signature Only W STATUS: Succeeded

12. The Certificates - Current User window is displayed. Check that you now have a
certificate in the right-hand pane that matches your name

ﬁ certmagr - [Certificates - Current User\Personal\Certificates] - m} X
File Acticn View Help
e« z@ Ol HE
Call Certificates - Current User Issued To Issued B Expiration Date  Intended Purposes Friendly Name
- y p P y
v i Pf"(‘:’”“’;r 2,16545debb-bef6-4d07-b11f-0438... MS-Organization-Access 17/03/2031 Client Authentication <None>
- TJ;:R'“:? ication A [5Adobe Content Certificate 10-5  Adobe Intermediate CA 10-3 18/08/2025 <All= <Nones
: j E:Jt; ”s:;u: Heaton A4 =) Adobe Content Certificate 10-6 Adobe Intermediate CA 10-3 18/08/2025 <All> <None>
> @ Interr:ediate Certification Au 5l Adobe Intermediate CA 10-3 Adobe Root CA 10-3 04/08/2068 <All=> <MNone>
» [ Active Directory User Object Sl Adobe Intermediate CA 10-4 Adobe Root CA 10-3 04/08/2068 <All= <Mone>
» [ Trusted Publishers EDavid Office winns-WINN-CA-CA 29/03/2023 Document Signing,...  <Mone»
» [ Untrusted Certificates
» [ Third-Party Root Certificatior
» [ Trusted People
» [ Client Authentication Issuers
» [] Other People
» [] OpenVPN Certificate Store
» [ Smart Card Trusted Roots
< > | < >
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13. Click Close on the Certificates - Current User window

14. Your signature is now created on your workstation. You will only have to recreate your digital
signature should you be provided with a new workstation.
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6.0 Using the Digital Signature

On occasion, you may receive a document to sign as part of your employment with Winn Group.
If you receive such a document:

1. If the document was emailed to you, save the attachment to a suitable location.

2. Open the document

3. When the document opens, it will indicate that it is a document that needs to be signed, and
there will be a signature box within the document.

AutoSave =] O = Lorem ipsum dolor sit amet.docx - Last Modified: Just now ~ Sear David Office 0O
File  Home Insert Design  layout  References  Mailngs  Review  View  Help  Acrobat | & share | | & Comments
X cut e A A - | Pfind ~ N
i, e os A K A ELUT | oo asmoceo | AaBioC| Aotocer AQB | asaoce b aaabecnn sostceo amvcene (5 | g | B bk R
o - : A
Paste ~ - A~ e T Normal |1 No Spac... Heading 1 || Heading 2 Title Subtitle ' Subtle Em... Emphasis | Intense E. Strong =] Createand Share Request | Dictate | Sensitivity
2 Sromatpaimer | BT U ® X K [A- LA R p: g g ! (d 9 I3 Select~ | AdobePDF  Signatures | = B
g - s ol ey | aaesconm | v | vy

SIGNATURES This document needs to besigned. | View Signatures..

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Integer gravida ante non fisus pulvinar
vehicula. Ut ullamcorper iaculis eleifend. Sed id eleifend lacus. Cras sagitis est eget enim aliquet
venenatis. Curabitur vehicula metus eu purus luctus gravida. Nulla quis odio ultrices est convallis
varius. Nunc eget orci magna. Proin blandit egestas neque at consectetur. Vivamus in odio elit
Pellentesque habitant morbi tristique senectus et netus et malesuada fames ac turpis egestas
Nulla euismod est justo, eget tincidunt diam dignissim a. Phasellus euismod vulputate ligula, a
tincidunt elit luctus ut. Duis magna elit, aliquam vitae orci a, hendrerit omare ipsum. Sed quis elit
id leo fringilla consequat eget id purus.

Nunc in rhoncus nulla. Nulla eget pellentesque dolor. Vivamus eu maximus nisl, sed lacinia tortor.
Pellentesque egestas tortor ipsum, at ultricies nisl maximus vitae. Mauris vitae purus nec ura
scelerisque tincidunt vulputate non metus. Curabitur lacus dolor, scelerisque eu elementum id,
iaculis vel ipsum. Phasellus omare est ut mollis sodales. Nulla non fermentum neque. Donec vitae
leo felis. Nunc mattis consequat dolor non sagittis. Vestibulum placerat ex eget hendrerit tempus
Nulla cursus augue ante, non rutrum sapien placerat ut. Class aptent taciti sociosqu ad litora
torquent per conubia nostra, per inceptos himenaeos.

Donec vel odio quis turpis blandit tempus. Quisque mollis vestibulum tempus. Nulla facilisi
Suspendisse sed uma quam. In dui erat, convallis et massa nec, viverra lobortis velit Nam
consectetur dolor semper faucibus tempus. Proin eget sapien sit amet neque pharetra convallis at
sit amet arcu. Proin malesuada mauris ipsum, sed posuere uma cursus at Suspendisse
elementum et ac augue maximus tincidunt

4. Double click in the signature area. You will be presented with the window to sign the
document

Sign ? X

T @ See additional information about what yvou are signing...

Before signing this document, verify that the content you are signing is correct,

Type your name below, or click Select Image to select a picture to use as your
|| signature:

[, |

X ‘ Select Image...

|{ | Toincude information about the signer, click the details button. Details...

Signing as:  6545de6b-bef6-4d07-b11f-04382c5b25c0
Issued by:  M5-Organization-Access

Change...

Sign Cancel
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5. Ifthe signing as area DOES NOT show your name, then Click on Change...

Signing as:  6545de6b-bef6-4d07-b11f-04382¢5b25¢0 e
Issued by:  MS-Organization-Access o

6. The Windows Security dialogue box is displayed. Select More choices

I Windows Security E

Microsoft Word

Select a certificate

6545debb-befo-4d07-b11f-04382c5b25c0

Issuer: MS-Organization-Access

— = e -

Valid From: 17/03/2021 to 17/03/2031

Click here to view certificate properties

Maore choices|

Ok Cancel

7. Select the certificate that contains your name/email address. Click 0K

Windows Security x
Microsoft Word
Select a certificate

david.office@winnsolicitors.com

Issuer: winns-WINN-CA-CA

Valid From: 29/03/2021 to 29/03/2023

Click here to view certificate properties

More choices

6545debb-befo-4d07-b11f-04382c5b25c0
Issuer: M5-Organization-Access
Valid From: 17/03/2021 to 17/03/2031

E david.office@winnsolicitors.com
Issuer: winns-WINN-CA-CA
Valid From: 29/03/2021 to 29/03/2023

oK Cancel
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8. The Signing as area now shows your name
Sign ? >

@ 5ee additional information about what you are signing...

Before signing this document, verify that the content you are signing is correct.

Type your name below, or click Select Image to select a picture to use as your
signature:

X Select Image...

To include information about the signer, click the details button, Details..,

Signing as: David Office Change
Issued by:  winns-WINMN-CA-CA =

Sign Cancel

9. Type your name next to the X

Sign 7 X

@ See additional information about what you are signing...

Eefare signing this document, verify that the content you are signing is correct,

Type your name below, or click Select Image to select a picture to use as your
signature:

X David Office

Select Image...
To include information about the signer, click the details button. Deatails
Signing as: 6545degb-befo-4d07-b11f-04382c5b25c0 Change

Issued by:  MS-Organization-Access
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10. Click sign. Your signature will be confirmed

11. The document is then marked as final, and cannot be edited. Tis is confirmed with the

Signature Confirmaticn *

Your signature has been successfully saved with this document.
If the document is changed, your signature will become invalid.

|:| Don't show this message again

T O R T T T T T R T S T T T R R L e

following message:

® MARKED AS FINAL An author has marked this document as final to discourage editing. Edit Anyway

12. The Signature area will now contain your name and date. This indicates the document has

been digitally signed.

13. Return the document to the INTERNAL sender. Digital signatures will not sign documents
intended for external recipients. Should you attempt to edit the document once signed, the

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Integer gravida ante non risus pulvinar
vehicula. Ut ullamcorper iaculis eleifend. Sed id eleifend lacus. Cras sagittis est eget enim aliquet
venenatis. Curabitur vehicula metus eu purus luctus gravida. Nulla quis odio ultrices est convallis
varius. Nunc eget orci magna. Proin blandit egestas negue at consectetur. Vivamus in odio elit.
Pellentesque habitant morbi tristique senectus et netus et malesuada fames ac turpis egestas.
Nulla euismod est justo, eget tincidunt diam dignissim a. Phasellus euismod vulputate ligula, a
tincidunt elit luctus ut. Duis magna elit, aliqguam vitae orci a, hendrerit ornare ipsum. Sed quis elit
id leo fringilla consequat eget id purus.

Nunc in rhoncus nulla. Nulla eget pellentesque dolor. Vivamus eu maximus nisl, sed lacinia tortor.
Pellentesque egestas tortor ipsum, at ultricies nisl maximus vitae. Mauris vitae purus nec urna
scelerisque tincidunt vulputate non metus. Curabitur lacus dolor, scelerisque eu elementum id,
iaculis vel ipsum. Phasellus ornare est ut mollis sodales. Nulla non fermentum neque. Donec vitae
leo felis. Nunc mattis consequat dolor non sagittis. Vestibulum placerat ex eget hendrerit tempus.
Nulla cursus augue ante, non rutrum sapien placerat ut. Class aptent taciti sociosqu ad litora
torquent per conubia nostra, per inceptos himenaeos.

Donec vel odio quis turpis blandit tempus. Quisque mollis vestibulum tempus. Nulla facilisi.
Suspendisse sed urna gquam. In dui erat, convallis et massa nec, viverra lobortis velit. Nam
consectetur dolor semper faucibus tempus. Proin eget sapien sit amet neque pharetra convallis at
sit amet arcu. Proin malesuada mauris ipsum, sed posuere urna cursus at. Suspendisse
elementum elit ac augue maximus tincidunt.

29,/03/2021

X David Office

Signed by David Office

signature will be removed, and you must re-sign the document.
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7.0 References

The following documents will provide additional information:

Doc Reference Number Title

This document has been prepared using the following standards and their applicable controls as
reference:

Standard Control Description
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